Keynote Talk 3
Trust Management and Privacy Preservation
in Wireless and Sensor Networks
Professor Wanlei Zhou
Chair Professor of Information Technology and Head,
School of Information Technology,
Deakin University, Melbourne, Australia,
email: wanlei@deakin.edu.au.
URL: http://www.deakin.edu.au/~wanlei

Abstract:
Because of the wireless transmission requirement and the self-organizing nature of its architecture
for a Wireless and Sensor Network (WSN), the trust management and privacy protection for WSNs
have become an especially challenging problem. In this talk, we analyze current threats and attacks
in WSNs and survey state-of-the-art trust management and privacy protection schemes in WSNs.
Then we classify and describe trust management schemes into two aspects in secure routing and
secure data, respectively and privacy protection schemes into data-oriented and context-oriented
privacy, respectively. Finally we try to present a clear direction to design and construction of trust
mechanisms and privacy protection techniques in WSNs and discuss some interesting and
challenging open issues on this topic.
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